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3x faster than unmodified reference implementation
S~ shake-128s-simple: < 13 ms e I00MHz
> <. - sha3-128s-simple: ~ 9.3 ms e 100MHz

g S IR/~

— Blog post: Landing SPHINCS+ on OpenTitan
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ST

months later... S

3x faster than unmodified reference implementation
shake-128s-simple: < 13 ms e I00OMHz
sha3-128s-simple: ~ 9.3 ms e I00OMHz

6% slower than RSA-3072
3x slower than ECDSA-P2156
- one-time programmable (OTP)
memory configuration to enable

< Blog post: Landing SPHINCS+ on OpenTitan
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: Dilithium on OpenTitan (2023)

8 bits 8 bits 8 bits 8 bits 8 bits 8 bits 8 bits 8 bits

Proposed vector instructions for OpenTitan Big-Number

7& Accelerator (OTBN):
- bn.addv(m): vector (modular) addition

-  bn.subv(m): vector (modular) subtraction
- bn.mulv(m}): vector (modular) multiplication

-» hardware multiplier
/\ - bn.shv: vector shift

bn.trans: vector transpose

Edea for SHA3/SHAKE connection to OTBN
Software implementation of Round-3 Dilithium
Increased IMEM from 8 to 32KB and DMEM from 4 to 128KB
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- bn.shv
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Result at target frequency

Blog post:



https://www.mpi-sp.org/blog/accelerating-post-quantum-cryptography-on-opentitan-based-designs

9% times faster than ML-KEM
instructions

«— Blog post:
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DSA on OTBN without vector
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DSA on OTBN without vector

instructions
* ML-KEM-768 decapsulation: 0.8 ms at I00MHz
* ML-DSA-65 signing (median): 7.0 ms at 100 MHz
=>» Faster than non-PQC alternatives for most operations!

- Cell-count increase of less than 17% for OTBN
OpenTitan’s Top Earlgrey (without memory)

and less than 3% for

«— Blog post:
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- bn.mulvm takes 12 cycles and bn.mulv takes 4 cycles




- bn.mulvm takes 12 cycles and bn.mulv takes 4 cycles
- Sequential vector adder design leads to reduced maximum frequency
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Al Shef‘t m@ﬁuﬁay muﬂ,tepﬁ,acate@n back to SW:
st-rratvter) bn.mulvi.lo,.hi{.even,.odd}

- iiatency Tcode size

Improved vector adder designs (tailored for

target platform ASIC/FPGA)

ASIC synthesis on other technology nodes

and confirmed that the results are

consistent with what we had using Cadence

and OpenRCAD
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- Up to 17% speedup in cycle count and 16% increase in code size for
ML-KEM and BNV2

ML-DSA compared to previous paper on OTB
- Similar area while improving maximum frequency of the whole OTB
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- 121kB -> 11kB (91% reduction) for
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Stack optimizea ML-DSA
- 121kB -> 11kB (91% reduction) for
ML-DSA-87 sighing
- Tradeoff: 80%-140% slowdown for sign
(negligible for other ops)
Faster rejection sampling for
- ML-KEM: ~13% speedup (all ops)
- ML-DSA: ~52% speedup (all ops)

/i\ /N A A\ Redesigned SHA3/SHAKE interface
- ~6% speedup (all ops)
Integration with Design Verification tools

Blog post: From Artifact to Production: Integrating and Refining Lattice Cryptography Acceleration
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Beyond bignums...

Asymmetric
OTBN + ML-DSA « ML-KEM = ACC Cryptography
Coprocessor

ML-KEM-768 decapsulation: 0.7ms at 100MHz

ML-DSA-65 signing (median): 6.5ms at I00MHz
Memory: 32KB IMEM, 32KB DMEM



Multiple integration options for flexibility

Ibex + ACC

fast ML-IKEM and ML-DSA mlkem-native and
on ACC mldsa-native on lbex




Multiple integration options for flexibility

Ibex + ACC

. Lower area, but slower

. asymmetric cryptography:
'« ~10x for ML-KEM, ML-DSA
o ~20x for RSA

O\ o Matthios
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fast ML-IKEM and ML-DSA mlkem-native and
on ACC mldsa-native on lbex
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SPHINCS+ secure boot

SPHINCS+

alt params

ML-DSA, ISA

Jasmin backend

ML-KEM, HW

Side-channel analysis & masked implementation

UGV/Mayo

ML-KEM and ML-DSA perf/mem optimization

Improved vector
multiplier/adder

SLOTHY for leakage

Jasmin backend

mi{kem,
dsal-native

In-person
summit (CCS)

CHES 2022, First Jasmin backend mlkem-native merged
Collaboration starts prototype “Towards”
g:;;iSA work “Dilithium on OpenTitan” paper accepted ‘Improving” paper
Visit to Bochum thesis defense First full HW/SW In-person summit accepted
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